B8 PROFESSIONAL SUMMARY

Cybersecurity student and Python
developer focused on building secure,
functional systems. Experienced in
writing automation scripts, developing
FastAPI backends, and containerizing
apps with Docker on Linux. Built
practical tools like an Al WhatsApp
receptionist and an offline POS
dashboard, leveraging LLMs to accelerate
development while prioritizing endpoint
security.

(® TECHNICAL SKILLS

Programming Languages
Python, JavaScript, SQL, Bash

AI & LLM Tools o0
OpenAl API, Gemini API, Groq AP],
Claude, Ollama, Prompt Engineering,
LLM Agent Workflows (Developed with AlI-
assisted workflows)

DevOps, Cloud & Systems

Docker, Git, GitHub Actions (CI/CD),
Microsoft Azure, Linux (Ubuntu, Kali
Linux), System Hardening, Network
Fundamentals

Databases & Storage
SQLite, LocalStorage, SQL Database
Objects

& CERTIFICATIONS &
HONORS

Microsoft Applied Skills Credential:
Cloud Security & Monitoring Tasks

Foundations of Cybersecurity,
Google / Coursera
93.85%

Practical Cybersecurity Training,
Ideoversity

Arfa Software Technology Park

Global Top 20% Ranker,
International Research Olympiad (IRO)
2026

Grade 2A Qualification,
Alibaba Cloud AI Hackathon Pakistan

2026

umairghaffar7so@gmail.com

linkedin.com/in/umairs759

Muhammad Umair

+92.302 4067751 Lahore, Pakistan

github.com/umairs7s9

& EDUCATION

University of Central Punjab (UCP), Bachelor of Science in Cyber Security (BS Cyber Security)
2026 — 2030 | Lahore
Expected

Punjab Group of Colleges (PGC), Intermediate in Computer Science (ICS - Physics)
2026 | Lahore

3 EXPERIENCE & LEADERSHIP

Technical Ambassador & Contributor, Microsoft Learn Student Ambassador (MLSA)
o Guided peer developers through Microsoft Azure cloud modules, security governance,
and compliance pathways.

o Reached 560+ preferred visitors on contributor links and published structured technical
walkthroughs.

Web Application Penetration Testing Intern (Cohort 02), IqraSec Academy
Selected for a virtual internship focusing on WAPT, vulnerability assessment, and security
analysis.

Digital Transformation & Growth Specialist, Local Enterprises & Global Channels
¢ Deployed automated client feedback systems via Tally.so & webhooks and scaled
international digital channels to 230K+ organic impressions in 7 days.

PROJECTS (DEVELOPED WITH AI ASSISTANCE & LLM

= WORKFLOWS)

Auto-Incident Responder (Linux EDR & Active Defense Engine)
Engineered a Linux endpoint detection and active defense containment engine built with
Python, FastAPI, Docker, and a WebSocket dashboard (Developed with the help of AI).

LocalBiz Al WhatsApp Agent

Engineered an open-source conversational business assistant utilizing FastAPI, Docker,
and Meta WhatsApp Cloud API (Developed with the help of AI). Integrated Groq and
Gemini models for ultra-low latency response generation and intelligent intent handling.

Bellas-Haripur Web Application
Developed a full-stack web application featuring a custom FastAPI backend along with
clean HTML, CSS, and JavaScript front-end components.

RetailFlow-POS (Offline-First POS & Inventory System)
Architected an open-source, offline-first Point of Sale and inventory management
application using vanilla JavaScript, HTMLs, and LocalStorage.
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